
Seminário do
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Resumo

Code-based public-key cryptosystems (PKCs) are among the most promising alternatives
to classical public-key cryptography, as their security is based on well-established NP-hard
problems and they offer efficient encryption and decryption procedures. Moreover, unlike
schemes relying on integer factorization or discrete logarithms, code-based cryptosystems
currently have no known efficient quantum attacks. This makes them strong candidates
for post-quantum cryptography. However, a major drawback of these systems is their
typically large key sizes.

I will give an overview of our ongoing work [1-5], and explain in more detail our
last proposal based on Reed-Solomon codes that surpasses, in terms of its key sizes, the
code-based cryptosystems still in contention or proposed for standardization by NIST for
post-quantum cryptography, namely BIKE, HQC and Classic McEliece.
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